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CHAPTER 1 



INTRODUCTION 

The Boulder Valfcj School Diitrid neurit) divitioD received a phoos call Hating thai 
Ihree bombs had been placed in Nevin Plan Middle School— one located in the boy's locker 
room and two near the metal shop. Shortly after the call, an explosion shook Qiu locker 
room. There were approximately 2i to 30 people in the school. Many were injured by the 
explosion, which also created fire and smoke. 

School security notified the Boulder Regional Communications Center at the same time 
school neighbors called 911 to report the explosion Communications dispatched Chenyvale 
Fire Protection District, AMR Ambulance, the Boulder County Sheriffs Department, the 
Boulder County Bomb Squad, and Emergency Services. 

Arriving units reported broken windows, saw-:-.-; . ;nd ua^ casualties in the school. 
They established conciir-.uil :-.nd ieqij;;ted Mdi!ic:i:-.l resources. Rcsp.mdcrs determined two 
remaining explosive devices near the metal shop did not detonate. In addition, most of the 
injured were located in the boy's kicker -n.itn. gymnasium, and classrooms in the center of 
the building. 



Law enforcement personnel secured the area. located :he two bombs, and began to 
defuse them, firefighters, using rescue dogs, patiently searched the building for fires and 
took measures to evacuate smoke from the building. Victims were transported by ground and 
air ambulance to Boulder Community and Avista hospitals. 

Command provided incident information to the community. Victim's advocates and the 
Red Cross consulted with parents and citizens responding 10 Ihe scene. Information on patient 
status «as obtained from those treated aod released at the scene and from hospitals. In 
addition, an altemaie Emergency Operations Ceorc- ffiOC] was es-ahlislied fa ..i\e :o 
resources and take calls concerning die injured. 




Fortunately, the above events dcL-ribe line scenario U-r ilie Smiolsied Ltnergency Test 
(SET) held on Saturday, November 20, 1993. It could have been a wiMfire or (lash flood 
training eiercise, and it could hs\c cisi];, bsen a real emergency. 

The purpose of this thesis is to explore the use of amateur radio as a provider of 

covers all relevant aspects, including the parameters of disaster communications, important 




isaslers can either occur suddenly, such as in a flash flood, or 
gradually worsen, such as in slow rising flood waters. This study deals onl> with sudd;, 
timet d:=a'ccri and cmcrL'CTi.ucs. cri=ei rial 'give little time for warning, ace rclati.ti; 
in duration and require rapid reaclion on the part of responding organizations."' 

The primary distinction between an emergency and a disaster is one of degrees. In 
handling either, studies have -h=l IrL-a-jna ar. ir.cidcr' as a local si[L.j:k:ci. jliliiin 

local agencies and local resources first, works best. Response and recovery arc most ef 
when oui-idc hc!p ih broug):: in ijoh alicr local resources reach their limits. For this re 
this paper discusses emergencies and disasters from a local perspective. Io particular, a 
emergency is a situation where a city or county public safety agency decide- there is ac 
or imminent danger of low uf iil'e and property thai requires immediate acticn A disss: 
an intensified, more widespread emergency. The focus shall be on disasters because the 



Ch^'cr I discusses the purpose, scope, and approach of the paper. Chapter 2 discuss 
disasters, emphasizing that disasters can and do al'ecr ei cryoicc and Lhai Lhcir poLccj-.ii,: f 
increasing. Chapter 3 explains the need for cc 



CHAPTER 2 




Their Scope 

No place ami no one on ear* is free from the threat of disasters. lust in Che last few 
years alone the United Slates has experienced Hurricane Hugo, [he Loma Pricia Earthquake, 
[he Oakland Fire in California, Hurricane Andrew in the southeast HurricanL Iraki ir, 
Hawaii, the Los Angeles riots, the terrorist bombing of the World Trade Center in New 
York, and the widespread Hooding of major rivers in the Midwest. Closer to home, Colorado 
experienced the Big Thompson Canyon Flood in 1976, and in recent years Boulder County 
endured The Old Stage Road wildfire, the Black Tiger wildfire on Sugarloaf Mountain, and 
potentially hazardous situations such as the Halloween Mall Crawl on Boulder's Pearl Street 
Mall and ami-war demonstrations 



Such incidents have caused great loss of lives and property. In 1992, insurance companies 
paid a record $23 billion in damages. This figure doe* dm include uninsured losses; and 
1993 figures, although not yet complete, indicate more of the same. 3 



Increasing Potential 

The probability of disasters is in.rcasinL': this tan he attributed to several factors. 

The percentage of people in urban areas is in^rcasi:^ Lida;. . worM population is 5.2 
billion, wilh 41 5 t livini' in ur"an rirea'. prcdii-tioni csi'naie thai hy [he >car 2020. of 
the iota; population of 10 h i I '! ; . .r. will he ur'-an d-vcl'.eis. Due ti> this increase, urban areas are 
encroaching ante nildlarals. ciilicr as cny limits move further beyond existing boundaries or 
as city dwellers increasingly move Linn wilderness areas I'.ir the ambiance of the 
i-L^a^ 'iL. ' As a les.ili. a.'.oidi r:, 'l iil kevnvla- <•:" the.- Sational Fire Protection 

Technology is another factor. Formerly, only the highly industrialized nations had the 
capability to engineer, manufacture, and thus, possess weapons of mass destruction. This is 
no longer true. Today, dangerous and deadly technology is more readily available to anyone 




with money or connections, creating j highly volatile cr.v.ronmenl and a higher probability' of 

As well, not using the available technology will conlinue to cause problems. Foi instance, 
failure to implement recommended construction specifications for buildings in a high risk 

standards had been used, Shelby County, Tennessee, which lies near the New Madrid 
Seismic Zone, provide J pcsiti'.c nirrslc of mkia;nrir. |!:a;riccs a: tl-.c local level, 0 By 
adopting a new building code as strict as the one in the city of Los Angeles, an estimated 
3,078 lives and Stj.° billion in property may be saved during a major earthquake. 1 

Industrial pollution also causes concern. In 19S9, the World Meteorological Organization 
(WMO) confirmed that there was "clear evidence that human use of chlorofluorocarbons 
(CFCs, freons) had significantly affected the oarne layer over the globe. " s (However, 
under a UN-brokercd agreement called the Montreal Protocol, cooperating nations are 
phasing out the use of harmful CFCs. Nevertheless, increasing climate change increases the 
risk from severe weather, WMO predicted,' and global warming will result in greater and 



Relief Co-ordinator M'Hamed Essaafi, "The trend is quite clear. From the l°60s to 




DISASTERS AND THE NEED FOR COMMUNICATIONS 



The Need For Ci 



Plannir.;; and prer::j-nL' ii-r j.isv,-X7* a.<t* lin:c. hl! :i := :irr.e wJI spent. Two key 
t(impi![ii.T]is in the process are knowing whai is needed and planning for communication: 

When communkalion is lost, the ability lo coordinate rescue efforts, fighr fires, evat 
areas in imminent danger, and marshal relief personnel is hindered. Imniediauk to: low: 
disaster, the ability to disseminate information is essential, particularly on the scope and 
severity of the damage, the number and types of casualties, and the relief effort require! 
Indeed, Ihe first 24 hours after a natural disaster are the most critics! for saving lives." 

Without communications, the effectiveness of the response effort is greatly impaired 



:s have been taken. In the former case, nothing gets done and no aid is given. 



resulting either in an even bigger emergency or greater damages ihai could have been 
prevented In [he latter, confusion, chaos, duplication of efforts, and inefficient, even wasted. 



re four stages of emergency management: 1) preparedness. 2} respojis;. Si- 
ne! 4i mitigation. Because this paper is examining [he use of various forms of 
umunications, we will only examine the lira three stages. Disaster management 
the actions taken by ai: re'noiiJh-.s; jr.iurs in each of ihcsc stages as they relate 
to the emergency phase. The first stage, before a disaster occurs, involves planning aod 
preparation. The second stage, during a disaster, requires the immediate action b; such 
groups a; public safety agencies and the Red Cross. The third stage inclndcs activities like 
providing eoolinoed relief ami aid. a-siilht; v.ilh recovery, and evaluating the effectiveness 
ol activities u nil? [taker, n: the first two stages. 

The groups and organizations active in any of the three stages are widely varied, but they 
s. Some of these groups include financial 



control services. Their specific requirements for co 
goals are to meet the needs of the affected area and return to normal as quickly as possible. 



r an event requires an evacuation of people from a dangerous area, a rescue 

or simply coordination of the arrival and disbursement of supplies, those involved 

cation need the ability to communicate in order to effectively coordinate their 



Public DliUlies 

In almost even' emergency, some area is affected by problems with public utilises, 
including phone, electric, and gas lines, and ^at;r a::1 sc.* er main- A? a rcsul:. -lUij 
utilities crews work arjund '.iie cluck la make repairs, in nan to allay additional dangers such 
■ - hrcs"cn ■>:.!': lines Iha: c'r. eau.-e fre^ ..r e\r:;^:c I- Vv-,cr-c. ;C :;p;. i '-rji.ck's need 
report to their control center on damages, traffic problems, and technical difficulties. 



Finally, adequate communication i; ;[i;j:j| to c'isas-.e; relic:' services, sueh as the Red 
Cross, the Federal Emergency Management Agency (FEMA), church groups, and any other 
organisation that works directly with victims, assesses damage, and handles other aspects of 
victim assistance such as health and welfare inquiries (HWls) or disaster welfare inquiries 
(DWIs) by the Red Cross). 



The Public 

Public information need! fall into three categoric, i : eriicrcerii'. -related information; 2) 
health and welfare inquiries; and "v, curiosity. The first is crucial and includes current 
weather information, announcements from the mayor or other high ranking officials, ami 

but usually not life-threatening , can take a lower priority . The third should be lowest 
priority. 

Financial Services 

Not only must people be able to communicate with others, but machines mus: !■!.*:■ li- 
able to exchange information. Tn leca;. '- info-matior, intensive society, it is no exaggeration 

important groups in this area are financial institutions, commercial services, and special 
networks such as seismology and traffic-control networks. 

need their communications links working as soon as possible. Frequently in an emergency, 
credit cards cannot be accepted as payment for goods, and cash becomes necessary. 
Therefore, banks must be able to restore commercial capital flow, which is also necessary 
for handling foreign capital inflow as well as health and welfare donations. 



Just like every other industry and workplace, commercial services are increasingly 



b-.cicdc water pu~ih jl:«L j:lc jir '.ra:i"ic jomrol s\sicn'.s. 



Special Networks 

Other, miscellar.coos networks can alsr be imponar.: in a crisis. These networks can 
include meteorological and seismological networks, and traffic-control, dam/flood-control. 
police-database, and prison-control systems. 



When an emergency arises, agencies establish an E[j:cr;j:.-r]L;. Opera'.iuiis Center (EOC>, 
which is the command center for inhaline maiiir actions in response [o the crisis. Centers 
are also established close to the disaster scene if the emergency is great enough. This 
-r.^edu:-. 1 > l.jll -" L'i Iv, die primary agencies, specifically the public safety and disaster 
relief agencies. Together, these two groups manage the response to the situation. 

The communications needs for these groups can be divided into four basic areas: 1) on- 

inter-agency— among involved agencies and the EOC; and 4) coordination among all groups. 



such as police and fire." Within these areas, coirununi cat ions operate on five levels: 
tactical, command, logistical, support, and health and welfare inquiries."' 

On-site, or tactical, communication is the most vital link. Those at the disaster site haie 
the responsibility to gather accurate information concerning the amount and kinds of damage: 
number, types, and names of casualties; and location of damages and casualties. The workers 

their own and the safety of those they are trying to help, and to execute their duiie> a 
efftdrrj y as possible. 

Intra- Agency Communications 

Those nearest the scene of the incident have the most accurate information. It is of great 
importance that diey th • 11-,--, ;h? ■'■■01.' eltc\"iv?:> ',ix1 efficiently. The EOC 
needs all the piece- frrn; die disable] site.- '.o 1 see the hie picture' ' m order to efficiently 
direct the response. The EOC also needs to be able to supply the field site(s) with such 
information as the arrival time of supplies, the progress of the emergency (i.e., if the forest 
fire is moving dangerously close to their position) and when shift changes occur. 



Reports on and verifications of damages and casualiies can be used [o amc^-ats -j; 
amount and type of supplies that will be required. The EOC can then contact involved 
agencies lo request supplies and determine distribution strategies. 



As [he srze of [he situation and number j|" Lnv.ilv^d groups and individuals grows, 
coordination becomes increasingly important. A predesignated hierarchy of control and 
management must be followed to avoid confusion and chaos. Ly-.t...:!- oi'.OL.cd in 
response stage, i.e.. disasier relief and disaster control aeuocics. miw be familiar with this 
process. There must also be a plan thai explains. st:p hs yep. tbc jorrec; procedure. and 
responsibilities of those involved. "To some extern, emergency communication follows 
planned guidelines, but . . . a disaster often _;j K fir impiovisaTieo as well."" This 
coordination is key to successful emergency management, and communication is hey to 
>ecccssi'ui coordination. 18 




CHAPTER 4 
PROVIDING COMMUNICATIONS 




"A picture is worth a thousand words" is an old bill valid saving as well as one of the 
advantages of imaeL communications Viewing live video of a forest fire makes analysis 
easier than listening to or reading written communications from someone in the field. Even 
still shots of the scene can result in more accurate understanding of damage than written or 



and monitoring of a developing or potential problem such as a anti-war protest. 

While data communications may be slower and more difficult, e.g., the time required to 
ti: L';.: ;. term, they still have several advantages over voice and image Ljtimmiir.Lnr:.':!- 
There is always a written rtcurd verifying an order and the person authorizing it. Written 



individual and drug names, written forms can actually make reception of and response to a 
message occur more quickly. Another major advantage to written communications, sut:h as 
faxes, is thai neither the transmitter not the receiver must be interrupted from their 

the message can receive lull attention, reducing the chance of error and misunderstanding. 



In a disaster where prompt response is demanded, the method of cc 
.nponant as die type of the communication The critical a 



There are two basic categories of communication: wire-based and 
based communications generally moht the telephone system; radio-based cc 
cover systems like -un-uay tallies and i.ieili:e>. Based or, the three requirements, radio- 
based communications are the appropriate choice. "Radio has the advantages of portability, 
availability, and versstilii;. Baiicry ponered rabies are nut susceptible ;n downed wires, loss 
of power, damage !:■ y-Mid'iori s.ati.-'iy :,t :rn:i.l>r ,'! stvieliho'lds. "'' Fur these 
reasons, public safety agencies and disaster relief organizations generally rely on radio 



i). AM adds information ro a carrier wave by systematically 
ude. of the carrier wave. The re: 



y.: ::dc-'::d:i; : .:. ^'ir 's- :lj]:l?;::c.-.lly :-;r.o.-'.l ■.!'■..••- li:k: I'd' a ilie carrier. "-' In standard AM, 
boih sidebands are transmitted. In single-sideband AM (AM-SSB). only one band is 
transmitted. The earner itself is suppressed in both cases, thus utilizing less bandwidth. 

FM adds information to a carrier wave by modulating tie frequency of the wave. Unlike 
AM. FM requires the transmission of the carrier and is. therefore, more bandwidth intensive 
than AM. Its main advantages over AM are its high fidelity and its relative insusceptibility to 
electrical noise interference; due to a high signal-to noise ratio. Tlil;-. I'M in Ihe VHF (very 
high frequency) spectrum is the mM commonly used mode in radii- ci>m:our:i. jl!i-:i>. 

ls._- i'Llcllu..'; cdiu^r Ldo/ioocs. dT.j '.iirrcslrial as;, radio-. These systems arc 
discussed in more detail in Chapters 6 and 7. 

Personnel 

considerations, particular^ Ihe size c! the wiirti'cri-c n:icJcd. The number of workers and 
their availability are important when dealing with volunteers. In addition, the level of 
o-Ljni.v-- "I each worker is as significant as their training in both communications operations 
and disaster planning. 



22. Alkn Momraht ad. "Kadin." &I-L™ Snrirlijjnjrs, Dtnvcr: Colomlo Allianct of Hiitarcli LLbraTlES iCAHL], IW 



T ethnological 

Deciding on the technology for providing communications in a disaster requires 
considering more than just the method of delivery. For instance, are the equipment resources 
required to operate the communications system available? Are the allocation and availability 
of the spectrum sufficient? What about interoperability amrri.' sysi-ms and equipment used 
by different groups and agencies? "How well the communications system will work depends 
upon how it interlinks. During the Mount St. Helens operation (and in man;. :'..-.^;j.'t: 
disasters], a major problem was the inability of different systems to communicate with ooe 
another. The Washington State Poli^. for example, couldn't talk to the National 



Regulatory 

Systems must follow eit.i"! shed relator- sidelines in order to ensure better 

cout'i t ! >ir:.-i .'.nn.i,, ■/■Kr.l [mili;- II:,: 1 L"C ::n, ^'er.tl is-ue.- 

suttounding communications in the United States. lii.I jJiiil st-i^irum alkiatior.v licensing, 
regulations (m their use. arid guidelines ;>r: L' 'I 'rd ii ia I i' 'ii of relief efforts among all agencies 
and organizations, both public and private. 



Policy 

The two primary- policy issues for disaster response agencies arc 1) having a current 
known and operable plan ftir each potential disaster that could affect the community, and 21 



having an understanding, preferably written, between an agency ami each organization with 
which it interacts. Liability and task assignment i.vvjes n:iy. he addressed i:i t!i; disast.-i 
plam'si. including an established chain of commattd, points of contact, and detailed, 
procedural instructions on responding to an event. 

A memorandum of understanding (MOU) is an agreed-upon written plan detailing the 



- assigned equipment use Tor each task, 

• responsibility for maintaining nperahility of the systems, and 

* command and authority. 

Internal policy is "the structure ar.d mission of die . . . organization, i.e.. how is 
the . . agency structured to obtain and disseminate information. ""' Enema] policy c; 
be defined as "the potties ; will to coordinate.*'" 



Cost-clTeaivcness is always an issue— and usually one of the greatest co 



CHAPTERS 



PRIMARY DISASTER SERVICES 
COMMUNICATIONS SYSTEMS 

(he disasiL- rnanajcxr.ni ;L!'. L 'r..y This S-i-t*:^ will discuss ihe Mile High Chapter arid the 
Washington. D.C., metro area Chapters of the American Red Cross and the Boulder 
(Colorado) Regional Communications Center (ERCC). 

The Mile High Chapter of the American Red Cross 

The Milt High Chapter has 80 paid staff and 3,000 volunteers. The chapter is responsible 
for providing services to two million people in seven counties, including Boulder County 

The communications system owned by the chapter has two parts; 1) an FM mobile radio 
system, and 2) cellular phones." with eight cellular phones, a maximum of eight 
simultaneous phone conversations can lafce place. In Boulder, the cellular phones are the only 
equipment that are funded, although cost is still an issue. While useful for small-scale 
emergencies, cellular can quietly become inoperable in a larger-scale disaster. These and 
other limitations of the cellular phone system are discussed in Chapter 6. 

Hie FM system consists of a radio in each Red Cross vehicle and one in each of the sis 
branch offices. Each radio has two channels, which are assigned by the FCC on a national 





The Washington, D.C., Metropolitan American Red Cross Chapters 
Several chapters cover the metropolitan Washington. D.C.. area and have varying 
numbers of staff and volunteers. For example, the Arlington Chapter has no paid staff and 16 
volunteers. The National Capitol Chapter has 63 paid staff anl 7: c;oerera:.-; ssr.i:;s 

The communications system :r : mcrtii Wash r.rm: arc rr.'.iLh !he same as those used by 
the Mile High Chapter in Denver. The Arlington Chapter has an FM radio system with four 
mobile units and two hand-held units. The FM radio system used by die National Capitol 
Chapter has eight mobile radios. 



The Boulder Regional Communications Center 

The Boulder Regional Communications Center (BRCC) coordinates communications 
among the police, sheriff, and fire departments. The BRCC provides communications fot 45 
different public safety agencies; of these, approximately 30 are volunteer groups. The center 
handles all 91 1 emergency calls made in Boulder County except for the city of Longmont 
and til- University of Colorado at Boulder, both of which have their own ptibli. s>ifer> 
departments. 

The BRCC has several voice communication options, including a VHP FM tv.o-v.ay 
radio s>ste:o as well as cellular and Improved Mobile Telephone Service (IMTS: phone. 
The two-way radio system includes mobile and portable radios that operate on four assigned 
frequencies for pr;i:i:i-y law cri.'t-cii-L :ii efi:iii,!i:i,":-.ii"i^ ion: tire 
communications; they also have access to other frequencies if necessary. IMTS is a 
commercial VHF wireless phone Men-., ivhich is a predecessor lo today's cellular system 
Although lacking the high fidelity n: ;ellnl.i, . it :;tL,.i^es better extended coverage in 

option is a single portable facsimile machine that is dependent upon the operational status of 
both the cellular and wireline phone systems. 

The BRCC also employs a mobile communications van, which carries the IMTS mobile 
phone, cellular phones, and two-wa) voice radio Additional equipment in the van is owned 
and operated by BCARES (Boulder County Amateur Radio Emergency Service)— the amateui 



SUPPLEMENTARY COMMERCIAL COMMUNICATIONS SYSTEMS 
The Cellular Phone System 

Cellular has been in existence since [he ear); lOSto = i:d i. cnv.ih^ h popularity. The 
technology is eas; to use and available in near!; all mrtmpniiian areas. Cellular phones are 
available in three forms: mobile, portable, or transportable. Mobile phones operate from 
within a car while portable phones can be hand -carried. Transportable phone? are a hybrid of 
mobile and portable phones lr. each ease. 'the pnivcr ar.d range tif the unit are inversely 
proportional to the portability."" 

A Cellular Geographical Service Area (CGSAj is constructed as a grid of "cells." Each 

■ ii' ■ ■::■] 1 1'. i ■ .; rush % nh, A cellular phone 

istabiiske^ a t'^o- i.-Jn: link '.:':\ ^:a:e station; the base station connects it to die 
Mobile Telephone Switching Office (MTSO). The MTSO "controls call signaling and 
processing, and coordinates the hand-over of the mobile connection from one base station to 
another as the mobile roams around." 31 The MTSO then connects the call into the Public 
Switched Telephone Network (PSTN) or lo another cellular phone. Figure 6-1 diagrams the 




AI first glance, cellular seems an ideal communications system lor disastei sita.'.'.i.ir... 
However, upon closer examination, several technical and financial problems present 




Cellular i'uneti^r.s ;ls wirele^ r.- into ike |".ihlk s 1 .- kehcd l-_ lcr-n:int- system. While this 
ca'i .-■lliv,v re -note access into the phone system, it is dependent upon the cnn.1ir;oji ■:] ^k- 
wireline system. If [hi- svslem is cither damped r>y the disftitei e: overloaded with calls 
from the public in response to an event, a mobile phone cannot provide access. 

Hie cellular phone system can operate without the wireline system. However, there are 
subsu-ntial limits to its usability. When links are made between two mobile units, each unit 
ecupies - channel of the two-way link, thus occupying two available channels If a:! 
Lom.crsatirms ire nubile to tmihile. the sysiem csp.iciiy it reduced by half— both an 
Inefficient use of spectrum and very impractical. 

The limited coverage of the cellular phone system is another drawback. While cell sites 
are increasing in number, coverage is si.il: linked. Nee nnly does blanket coverage not exist 
cr.Kf the entire eiiun'.ry, but cellular coverage is also limited even within areas where 
service is provided. A Cellular Geographical Service Area (CGSA) does not necessarily 
cover 100% of the FCC-defined market boundaries." There is no guarantee that a disaster 
will only strike in a location that has cellular coverage. 



Making a call from a cellular phone costs more than a call from a wireline phone. The 
"Occasional" CellularOne package offered in Colorado costs $40 pet month and include! 50 
minutes of usage. The charge far earn additional minute is 49c during peak calling times and 
25C during off-peak times.* 



;nr.inT,:r.i_.j!:.ir.s nccd.v irciLdbs: LiUa.'.^r communications. Satellites alio* cummiuucai 
..■ h>T--^ i:ie local phone system completely, (^cc f-i^uiL :'. ' ; f..r the basic structure of 



Most currenl systems arc cither icr\ small aperture terminal iVSAT) OF Inmarsat. 
VSATs have been in existence since the mid-1980s, are widely used, and arc capable of 
voice, data, and video loiui; tunica or.;. I'll;;. a:s;. Itv.e transportable remote terminals thai 
make transportation an- scu_p :e^:iv.-l, c:;.- . : ik'^ cci . ihe time :ej.tiired to transport 
and setup the system is a disadvantage. a> is the cost of the system, which requires a 
terminal and hub, and payment for access charges. 31 

transmission and electronic mail.' 0 It also provides transportable terminal stations and is 



LEOs have the advantages of requiring lower transmitter power and possessing a smaller 
mobile unit antenna due to the satellites' eioscr pro.uinlty to earth." both of which 
tim:rib-j:e to the development (if smaller hand-held units." While these satellite systems 
do have technical potential, several regulatory and financial issues must he addressed before 
implementation. The major players in the develop] item ol Liiese LBJ systems include 
Motorola's Iridium, Loral/Qualcomm's GlobalSizr. Klilpsais Ellipse TRW's Odyssey, and 
Constellation Communications' Aries." 

There is no denying the potential of LEO satellite system! a! disaster conumuncatiotj. 
providers. "These systems uill proildc i]LSL;t:'.a:icous. clctel vtiicc and Jala services in a 
small, easily transported unit, a lie wine rescue and relief workers access to needed 

has received approval and licensing from the i'cdcrLl CuminjiiiLaLicois Commission.'- 




CHAPTER 7 



AMATEUR RADIO 



Amateur radio is the hobby of "amateurs" or "hams." Amateur radio operators are 
licensed individuals involved in all aspects of radio communications, including "self-training, 
intercommunication and technical investigations." bui whi> receive no monetary 
compensation." Some of their activities include "'DXirig." or communicating with people 
across long distances; experimenting with the latest radio and communications technologies, 
such as satellites and amateur «levi;inr (ATVi. h l: i I l) :r.r their :m. ccjipmeni; and inventing 
ncv techniques ane* te; biologies. SUI]| ii^ Ll'.oe Hvnn. . . 'vi.ich bouncer ;i rr.-1.ie ri:in:Ll .iii Ihe 

In addition, many hams arc dedicated to public service. "Public service has been a ham 

are always quick to respond when an opportunity to provide assistance arises, such as for a 
community-sponsored marathon or bike race, a hospital experiencing a communication 



system failure, a motor-vehicle accident, severe-weather sporting, a flood, a hurricane, or ; 




Operators should posses skills i:i hasLc radio communications and operations as *e:i as 
disa^er communicalioos and operating, availability, and other issue; that are volunteer- 
related. In most cases, amateur radio operators are well qualified to handle disaster 
communications: they are skilled in communicating, operating radios, and working with 
equipment, and are also often skilled in disaster communications. In addition, they can be 
r.-aiLk"! :r. ?v?ry region of the coujmy. 

Ii.-ins l,:u^' [<■'■' ;■■ rekiy ins^.MCcs ;.il,":ik.:1:, ^C'.iriiieK . in urn?'.;, maimer 

trouble." 1 ' They gain this training through personal experience, from other hams, in 
group activities and contests designed to test their operating skills and ingenuity, and through 
practice exercises dealing with emergency communications. 

Thi.s field of interest covers more than just operating a radio. All hams have a license 
assigned by the Federal Communications Commission (FCC) to operate. In order to obtain a 
license, an applicant must demonstrate basic knowledge in several areas, including 
regulation, radio theory, electrical components and circuits, antennas, and operating 
information. There are five classes of amateur operating licenses; novice, technician, general. 



advanced, and amateur extra. Trie requirements and privileges associated with each are 
shown in Table 7-1 and Figure 7-1, 

There are two options to become a licensed amaleur radio operator. The first option is to 
become a novice by passing a written eiam and code test. The eiam covers basi: radio 
theory and regulation.,; die hmJh icsl rcqninis iMmimly mil civ ins iraniiribing a [ransrnission 
of Morse code ai a rate of five words per minute. Thi- SL-cond is m nhmin a "technician-no 
code" license, which requires passing two written exams, but no code test. The first exam is 
Ihe same as the one for the novice license. The second, more comprehensive, esam covers 
radio theory and regulations In more detail. 




There are an estimated 600.000 ham operators in the United States. Therefore, a 
communicator can be on the sceue of an emergen::} in a relatively short period of time. They 
often provide long-term support as well. However, hams are volunteers. In several cases, the 
opponutiiry to be of public service influences many to become hams. On the other hand, rbey 
are not paid and are therefore not required !:■ lie ntf.et:!. Consequently, it is difficult to count 



However, when Hurricane Agnes struck in IS?:. n .:u .vere 



There are several aspects of amateur radio technology thai make il ideal for emergency 
communications, including frequency availability; equipmenl interoperability, portability, and 
availability; voice, data, and video transmission capability; and satellite as well as terrestrial 



Spectrum 

is finite, frequency allocation is an important issue. The International Telecommunications Union 
(ITU) allocates spectrum on an international basis. The FCC then makes national assignments. 

The frequency bands presently allocated for amateur radio span the spectrum, including HF. 
VHF. and UHF. These frequency bands are summarized in Table 7-2. Using these channels 
greatly increases the number of frequencies available for communications, and thus, increases 
communications capability by decreasing the overloading of the agencies' channels. 



TliL- most popular method of disaster communications is voice. It is mure 
and faster in many cases than record communications. However, voice-only 
are often not the best or most efficient. As described in Chapter 4, the optimal 
:]ica:ioi]i sysieoi includes data and image capabilities as well as voice. Most 



a?;:icic.i :wvj ■.'r.ly I'lLu .apLhilili^ Mr oi.vis:c7 c.::.n-.munii:atk>r.s. rul at 
addition t.-i voice, pmiiJc data and video and images. 



distance and the number of amplifiers and relay increase This docs not occur with digital 
transmissions because digital signals are regenerated, noi just repeated, at each link. 

The obvious advantage of this technology is data communication, transmitted by packet 
radio, which can offer many benefits 10 disaster communications. It is capable of very fast, 
error-free transmission of large amounts of data, facilitating the generation of messages in 
hardcopy form. If makes efficient use of Ihe spectrum and even works under noisy conditions. 
The typical setup for this wireless jomnvjoicaiior^ system iodudes a cumputer (or dumb 
terminal and keyboard), a transceiver (radio), and a terminal node controller (TNC) (see Figure 



ANTLNNA 



The TSC interfaces between the computer and the radio and acts, in essence, as an 
intelligent modem because it breaks the data from the computer imo small portions ;n1.:- 
address, error-checking, ami control information to each portion, thus creaiiitL pL.iktt- 
These packets are then transmitted to another computer. 

Packet stations can establish a direct connection with each other, or many si,v.kils tar. 
connect into a bulletin board system. When more than two statigns are involved in 
communication? or^nilicns. :: bulletin board =v=tein is ills bes' optim;. Using rhrtw 
connect method requires connecting and disconnecting every time a message needs to be 
sent. The use of a bulletin board system eliminates this need, allowing each station to send a 
mt^sage to any other lutmected station. 

Packet radio can also transmit messages over long distances by linking together multiple 
stations or bulletin boards. Amateurs ate ptesently working toward the development of a 
global packet network using this method. M 

Image communications . In this global network, image, data, and voice communications are 

under development. Yet, image communications capability already exists in amateur radio. 

Presently, hams arc active with three different image systems: 

1 j F,j'. r .T.S7V, m.v.ins pictures are displayed on a standard TV set, and 

sound is included. Its performance is similar to commercial broadcast TV pictures and 
is used predominately in the VHP bands (70 »nd 23 cm) to provide local area 
coverage. This is alsn known as ATV, or amateur TV. (See Figure 7-3 for Ihe basic 
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i) Facsimile (fas,:- A hiaii-rL'sclirii'r sliU picture produced on paper or phol^eriLpli,;- liln: 
is tstc !;■! ■.i;i,Ll:i':-.L,L-ll]LL- r^t-lk'n anL in Uil' HF hands m r-'Vidi; worldwide 
coverage." 




There are several algorithms being developed for achieving acceptable level; of vkJlv 
data compression. Mill: cbdr vznprmvw. nun rir? i-;;. tioiii ;i; i to 100: 1." Because of 
the work currently underway in this field, the capability i'c- improve video communications 

Two types of wireless links suiv [SrjeiC~L.il i.riil hsleKLle. Terrestrial links are point-lo- 
point comrrninicationi. possibii Ll:n:i_":i j repeater. A satellite link is between two earth- 
bound transceiver- through a satellite. Most amateur communicalions are through terrestrial 
links because of their avsilardry. simtili.-;;;, . ?.nd applicability. 

The number of ham radios that can communicate vk [errcstria: links far exceeds that for 
amateur satellite communication-. Also, the repeaters and radios are. for the most pan, 
stationary and readily available: satellites, by nature, are not. 

ComrlY.i meat u:>: '.i;i a iem'S;::il i^ i:icd: -:r.ini,:r Ihan a'i|-.|-.iLin:c;;7i.i!! via I'.:it 
With satellites, the operator must -0:1:1 the retcivins amer-a in the correct direction: use the 
proper monitoring frequency; insure that suffiricn: rczzw ins p;.v,ei u available; and operate 
at the proper time in order to be effective. However, amateur radio enthusiasts enjoy a 
challenge, and many are pan of AmSat, the Amateur Radio Satellites Corporation. Several 
satellites known as OSCARs (Orbiting Satellite Carrying Amateur Radio) are in orbit 
Nevertheless, many hams familiar with this technology will be quick 10 say that satellites 



have no place in emergency communications because of their limited avaiJali.lr, and 




r location when ii conies into range. This system can be used ft 
(HWls) and other nonessential communications, but is not feasible for : 
cations. A summary of the pros and cons of satellites for emergency 
is shown in Table 7-2. 



If the hird is visihic, ii 



Satellites are always i 
"emergency power" 
(battery operation) 



Signal levels/quality of 



Low elevation angles to 



Nevertheless, as with 1311 rales. Qicrc arc c\c miens. In New Hampshire, lor example, 
due lo the terrain, terrestrial links cannot be made between two emergency nets and thus 
satellites are being tested. By using a satellite as a gateway between the Nashua Area Radio 
Club (NARC) emergency net and the New Hampshire Office of Kmergency Management in 
Concnrd. messages can be relayed between the two locations and the repeaters can remain 
available for tactical communications. B 

Equipment 

One of the major advantages of amateur radio equipment is its portability. While the 
majority of hams have "shacks" with stationary systems, the majority also have portable or 
mobile cquipmcr/. which can include all t:ie cLvirenics components necessary to have an 

antenna. A packet station has. in addition, a computer and a terminal node controller. (See 
Figure 7-2.) Component n'au A "I V scalier] include a IrEri.-iniucr. video camera. antenna, 
and receiver (see Figure 7-3.1 A repeater can be included as part of any of these systems. All 
of these components can be taken to and operated from almost anywhere. 

A power supply is required for any electronic equipment to operate (either AC or DO. 
Most ham equipment is capable of running off basic, or alternating, current (AC1 uf 120 
veils. However . ham radio was developed to be portable, and it is standard procedure to 
power a station with an alternate power source. Therefore, most hams know how to power 



their equipment from a car battery, gel batter;', generator, or other DC power supply, such 

Amateur radio also offers equipment Out is interoperable, that is, works on various 
frequencies. Each disaster control and relief at>cne> tj\ its assistued frequencies and 
equipment, and there is a wider range of frequencies allocated for amateur radio. 
Additionally, both data and voice communications are interoperable. 

Regardless of the usefulness of the communication equipment, to be of any value it must 
be available when and where needed. Amateur radio communications systems are readily 
rf.-.iiijhlc j.rr.^' jir.":i.T.:. panicc-laiis it: North America. Every ham. with, vi-r, v.^ 
exceptions, owns and operate! a portable two-way radio, also called an HT ("handi-talkie") 
that operates on VHF FM. There is also an abundance df repeaters, which facilitate better 
and longer distance communications and are capable of patching into the phone system 
There are 118 two-meter (144-148 Mhz VHF FMi repeaters in Colorado, with seven in 
Boulder County and 28 in Denver County. 14 

Potential problems include lack o: systems capabilities in a given area, lack of coverage, 
and fewer hams than necessary to achieve a viable communications system. Lack of systems 
capabilities occurs when not all the available amateur radio systems are in use by hams in a 
given locale. If the area government sees a need for an unava.l.i-i- system, [her. .n 
procurement becomes a policy issue regarding funding, maintenance, operation, etc. 

Lack of coverage can result from several things WiOi HF communications, atmospheric 
conditions may make reliable communications impossible. However, this is not the case with 
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VHF FM. the primary mode of communications. Wit]] this method, problems are more likely 
■,u resull r'ruiiL timer noi enough repeaters and transceivers in a ai™ area 1.1 pr;>iidc 

thiiraL'.criMics ,i' the ar;s c«j ,: i I L- i " d:n_vl line n:' aLght communicaiions. Such as in a 
mountainous region. This problem may be solved by placing repeaters in la j'j.n hir/i 
enough ui provide iovcrajtc or u.iinr. other types of CO: noun kalians systems. As mentioned 
earlier, local amateurs in Nev> Hampshire turned to satellite technology. 6T 





radio, directly addresses amateur service in Pan 97 of its Rules. In Section 97.1. the purpose 
of amaleur service is summarized in five principles, lisled in Figure 7-4. 

The Five Principles 

1 Recognition and enhancemenl of the value of the amaleur service m ihe public as a 
voluntary noncommercial communication service, particularly with respect to 
providing emcrgeney communications. 

: Co;;r.r..m:i:ir, ;:n.i jslcrsinr. :if trie jrnLilL-jr":. [io-veri nl'ilitj to l i"-.:ur^-z !.. 
advancement of Ihe radio art. 

3. Encouragement and improvement of the anij'.ekr >ervie.e ttuousl) ruiei uluili provide 
for advancing skills in both the COTnmtinic.il in i mo :r;.:i!iic;il ph.ises of the art. 

5. Continuation and extension of the amateur's unique ability to enhance international 

Or" primary nlcrc-il i> l»r:riei|::« il . v. nil til? emphni" ■or liie phoi'.e -psniailar:? u-,!.', 
/Y'vr.i V rf.- : ■-. L 1 k. r e ■ .Y'' r ■'■ "j Th.iN :L. -.i : r: lo the governing body 

of U.S. amateur radio, one of its primary purposes is providing emergency communications 

Within ri-e aoriic.ir r;:di;' .■.-r , -i.': n; t^ii yi'.'.'-y? created specifically to further the 
utilization of amateur radio in disaster communications: Radio Amateur Civil Emergency 
Service (RACES) and Amateur Radio Emergency Service (ARES). RACES was chartered by 
the government; ARES was chartered by amateurs. RACES was created by the FCC to 



provide communicaijoi;s <c- i iv I l->tl' im? p.rp-.sc' a-. s : -^ilied in Principle #3. Al that lime, 
the ierm "civil defense" generally applied [o limes of war However, [he lerm is now 
expanded to apply to any cjc5i\or of ■' local, riiiicn.nl O! ra..-.rai civil emergencies . . . 
defined in section 97.407 of ihe FCC regulations. RACES is governed by the Federal 
Emergency Management Agency or a local government's office of emergency management. 

The Amateur Radio Relay League (ARRL) was founded in 1914. Located in Connecticut 
by. ii'.volvpLl in hoiri international and national matters, the league "operaies sr.c:ly n\ ;i 
nonprofit, educarional and scientific organization dedicated to the promotion and protection 
of the privileges that ham operators enjoy. " : > To belter address the needs and 
requirements of providing good emergency common icalions, the ARRL created the Amateur 
Radio Emergency Service (ARES) in 1914. ARES consists of licensed amateurs who have 
v.ilunULrilv reai^r^J -:i^r Ljuzlifxal::^ a:ij i/uuipnsctil trimiiij illations duty in Ihe 
public service when disaster strikes. Usually ARRL charters ARES groups on the local level. 

Each local ARES group is headed by an emergency coordinator (EC). The ish i:,i <i1 ' 'i' ■■• 

of the local EC include the following: 

• Manage and coordinate the training, organization, and emergency participation 
of interested amateurs. 

effectively support the city agencies. 

■ Establish a via':.: '.lorkint- ri!a'.i^i:^-i[p with Ihe cily government and all 
private agencies operating within a city. 



periodically test those networks by conducing realistic drills such as the 
Simulated Emergency Test (SET). 

• In limes of disaster, evaluate the communications needs of the city and respond 
quickly to these needs. The EC will assume authority and responsibility for 
emergency response and performance." 

The local EC works under the district EC, who is in charge of the county; the district EC, in 

Although created as wo separate entities by different groups with distinct purposes, 
RACES and ARES now frequently perform many of the same functions. Often, the 
membership for both groups is the same and the two groups operate as one. In Boulder 
County, the ARES chapter, known as BCARES, is also recognked as the official RACES 

However, this is no! alv.ay> ::ic ca>^. Because RACES is government sponsored and run, 
there are more regulations and services provided to government entities, while little or none 
are provided directly to the public. ARES, which is not tied by governmental regulations, is 
more apt to provide se-vice dirccilv tn the pu-.lt. Tl:i= difference can sometimes create 
friction between the two groups. As a result, they remain separate entities with iwo divine: 
functions that may even provide more service to an area." 

When working with volunteers, '.here art three nr=ir. issues of liability that must be 
addressed— the actions, property, and dependents of the volunteers. ,s As in Good Samaritan 




Samaritan Laws, a volunteer has good toemlons and cannot be held liable by the community 
for .iry jll id^'niiil ly djniLuni' anions. The enmmunuj, represented by the specific agency 
for which the volunteer works, must take responslbUitJ for all ol his or her actions. In a 
similar manner, if the volunteer's personal property is damaged while providing service to 
the community, the community should cover the cost of the damages. This includes 

sustains while working. 

Tht third liability issue surfaced in the aftermath of the Mount St. Helens volcano 
eruption, when two amateur radio operators died while on duty, leaving families »ti? 
depended on them for financial support. The debate arose over whether the community owed 
compensation to uV depLnder.ti: [longer, in (his instance, compensation was paid. 
Nonetheless, it is an issue that is rarely toniiikrcl sv.ar a tragedy occurs," 



Policy 

When two or more groups nork [.:-.gfi'ntr en a project, it is imperative that each 
group— and ail members of each group— fully understand the divisions of responsibility, 
particularly in an emergency where lives are at stake. Uiere must also be mutual 

the Mile High Chapter of the American Red Cross has a verbal understanding with the hams 
that assist them, and BCARES and the BRCC have a memo of understanding (MOU) that 
details assignments and responsibilities. In most cases, an MOU is the best approach 



Along v/ith MOTJs, written disaster plan; arc important in predisaster planning. Such a 
plLD. ii! addition 10 outlining 5tep-by-5tep respm-j- !.■ ■ dv:-L^r. L^rilk^ polx; arid 
bf.isii.:i. kvae. such i' the chain aimmand and where 10 obtain resources. When 
assignment and responsibilities are in black and while, later confusion regarding these issue* 



Financial 

Hams offer their time, skills, and equipment for free. Most disasier control and disaster 
relief agencies have limited budgets and resources, and replacing or paying for these 
elements would cost more money than most agencies can afford Hi providlm- i hu ir 
equipmenl, frequeneieF, skills, and time, amateur radio operators help mitigate these 
financial limitations 



CASE STUDIES 
The Mile High Chapter of the American Red Cross 

Amateur radio has l-.iMorjiali;. a>si>k-d :n ; nnnij: i:c .f.iuns during emergencies, and one 
group they've assisted more than most is the Red Cross. Eiamples of involvement with the 
Mile High Chapter include: 

• North Port Apartments fire, Boulder, June 1993. 

• Old Stage Road fire, October 1990. 

• Limon tornado, June 1990. 

• Loma Prieta earthquake, October 1989. 

• Black Tiger/Sugarloaf fire, October 19B9. 

• Hurricane Hugo, September 1989. 



There are 28 core hams thai handle the communications for the Mile High Chapter, all of 
whom arc also experienced in Red Cross emergency communications procedures. In addition 
10 possessing personal radio experience, they participate in Red Crass training. They have 
always been available when needed and have proven very capable. Through their continued 
involvement with the Red Crass over the years, Iheir skills and expertise have become known 
and appreciated by the chapter. Also, many of the hams who work as communicators arc 
Red Cross volunteers, even Disaster Action Team (DAT! member, who have had at least 
minimal training in Red Crass procedures and operations. 

The Red Cross utilizes VHF FM radios for voice communications and packet radios for 
hard-copy. Both are critical to their operations. The hams provide all the equipment; none is 
purchased or maintained by the Red Cro-.s Cnriicr-civ -hi; equipment leaves when the haras 
leave, regardless of the absence of a replacement system. 

An MOU does not exist between the hams and the Mile High Red Cross; there is simply 
j:i ■j-iLcr. landing. This has worked for them so far, and the Red Cross sees no need to 
chance. The scr.i.c the hams provide is invaluable since the chapter has no finances for 
purchasing equipment or training operators. 



The hams that act as communicators for the Mile High Chapter of the American Red 
Cross provide a critical service. Without their skills and equipment, the Red Cross could not 



operate effectively. As Juanita Lewis. Djsastsr Sara Specialist ui' [lit Mile High Chapter, 



Metro D.C. Chapters of the American Red Cross 

Prorisions 

The level of amateur radio support is not the same in all Red Cross chapters. The 
Arlington Chapter has 16 volunteers, most of v.:i;'i;i .uc Ii:i;ii. A k.i.Lil 'i;ia:eiii ;aLn' d.ili 
exists on site at The Red Cross chapter office, and the chair of the Arlington R-.-J C:u^ 
Disasicr Action Team, is in [hi; priiLf" uf obtaining her license. 1 ' 

Just a few miles aw;.;. h.mLvtr. is a differ,: iio'y The National Capitol Chapter has very 
minimal support from local hams. JuanRios, the EmergCDCy Services. Specialist for the chapter, 
would like to see this change. In an effort to gain support from local hams, the chapter is 
working to obtain a repeater and antennas to facihra:? [v:i:n ,>i;iaifi.i i.iilin communications. !D 



iir radio operators do actively support the local Red Cross chapters in the metro 
es not seem to be 10 the same extent as in the Denver metro area. As Juan Rios 
is probably a direct relationship between the frequency of occurrences n" niai.'i 



SCARES 

In 1976, a wildfire burned on Comforter Mountain in Boulder County. Bill McCaa, then 
director of the communications center and also a ham, called some local amateur radio operators 
lor assistance when die available communications were not enough. As a result, the benefits of 
amateur radio were clearly demonstraied and the staff of the communications center, in talking 
with members of local amateur radio clubs, determined they wanted a group of amateurs 
dedicated to working with the center. Thus, the Boulder County Amateur Radio Emergency 
Service (BCARES), an organization of amateurs geared specifically to providing emergency 
services LO public agencies, was bom. BCARES provide- volunteer personnel and equipment 
under a unique arrangement. They rendered assignee, lor cscmplc. dariiiL' die I'olluivLns: 

• Antiwar demonstrations. January 1991 
- Limon tornado, June 1°90. 

• Old Stage Road Fire. October 1990 

• SugarloalVBIack Tiger Mountain Fire, October mf- 



BCARES meets all the requirements to provide emergency communications. The group has 
72 members and is supported by all three local amateur radio clubs— the Boulder Amateur Radio 
Club, the Longmont Amateur Radio Club, and the Rocky Mountain VHF Club. BCARES 
members are also trained. In addition to individual experience, they receive training through 
three main venues: 1) On-the-air Net meetings; 2) simulated emergency tests; and 3) training 



Every Monday 31 9:00 p.m. , the BCARES Net convenes on (be air The purpose of Hie Nei 

BCARES emergency communications. Following the voice net is a training net for people in 

A simulated emergen;)- test iSET.s is held at least once a year. This full-blown training 
eiereiSC is usually coordinated with those of other public safety agenties. BCARES members 

BCARES members also attend training classes, where proper "disaster mode 1 ' operations 
and procedures are taught. Also, those who do not have access to some of the communication 
systems, like packet and amateur TV (ATY). receive -iiininr : .n opc-aiing them. These classes 
allow BCARES to improve the quality of services they provide and increase the number of 
skilled operators. 

Several voice repeater frequencies cover [he count;, and every member is required 10 own an 
HT that operates on the same frequencies. BCARES also has a HF SSB transceiver at the 911 
Dispatch Center. 

BCARES can capably handle data and image communications. The group has systems for 
both packet radio and ATV. The packet system consists of three portable stations, one permanent 
station in the dispatch center, and two permanent stations in the Sheriff Department's mobile 
communications van. All BCARES packet stations include a second two-way radio for voice 
c;iT:i[TLjT:i.Lii:'itis. facilitating more efficient troubleshooting and monitoring of the packet 



network. It is also used for voice acknowledgment; c! treses. By n;n using [he packet system 
for these acknowledsrr.cnii. the ^'kdeni;. of the system greatly increases. 

The BCARES packet system uses PacketCluster, a bulletin board system, which alh.ns 



lime" BCARES has also tested linking this system to others for long-distance d 



and a portable television re 

in the mobile communications van. ATV has been, in fact, the primary form of communication 
provided 10 the communicators Ltmjr by BCARES in in; las: Louple of years. The center 
understands the applicability of Ihis technology and has financially supported its development. 

Linking these systems together are the bams who try to be on the leading edge of technology . 
Over the years, BCARES has repealedly provided the Boulder Regional Communications Center 
(BRCC) with a technology or system unavailable, but very useful, to them First, the BRCC just 
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held radios became more available. BCARES offered telephone patch capability Through iheir 
radios and repeaters. Then, when cellular phones starred becoming available, BCARES offered 
Ihe data communicaiioiis system packet radio. Now, there are portable faxes and digital pagers 
with text readout capabilities. Although packet is still very much in use, ATV has now entered 
the scene. Controlled live video from a disaster seen:; :s only possible through amateur radio. 
It is not known what the next technological development will be, but Don Schaffer of the BRCC 
believes that hams will be ahead of public safety agencies in this area. 15 

BCARES was chartered by the Boulder County 1 communications center, not the Amateur 
Radio Relay League. I[ is a nenpruut. public service corporal] oil. [eeistered under [he Office 
of Emergency Management. BCARES is the legal local RACES organization, and although 
BCARES is government-chartered, the head of BCARES is the official ARRL Emergency 
Coordinator for Boulder County." Among other things, members are required to: 

1. Have a valid FCC amateur radio license at technician class or higher. 

2. Pass a computer background check and be approved by the Boulder County Sheriff's 
Department for an emergency services identification card. 

3. Be approved by the board of directors 

4. Participate in an initial individual training session, which includes a tour of the 911 
dispatch center. 

5 O-.in 2 -.v i m.icr FN' hand-held and/or mobile radio. 

6. Actively participate in various BCARES training exercises These include the weekly 
radio net, SETs, annual meetings, and individual training sessions. 8 ' 



Because it is a government-chartered organization, BCARES is more accountable than most 
volunteer groups. The memorandum of understanding (MOLT) with the BRCC states that 
BCARES will handle the communications needs of the BRCC first and foremost, even if the 

are not handled by BCARES but are left to the Red Cross. (The complete MOU is in Appendix 
A.) Some of the primary issues addressed by the agreement are response time, equipment 
priivisi.-n and rr.ai:iLr;an_e. staffing, and training. 

BCARES has existing MOUs with other group as well, including the Mile High Chapter of 
the American Red Cross; however, since the chapter has its asr. ama:; of hams, BCARES is 
only called when they have a shortage of help. In that case, BCARES will provided assistance 
after they have met their obligations to the BRCC. 

BCARES follows disaster plans established by the BRCC, particularly specific plans for 
wildfires and flash floods. If other types of disasters occur, the group follows one of these mo 
plans. The wildfire di sailer r:=n is f::.|:.™;d If the currfnl dossier is iir.iiicd in area and number 
of affected people; liie flasi: f.xe plai is jscrt r disaster is note widespread and affects 
many people. 

Activation of either of these plans starts with a page from the dispatch center 10 the three 
BCARES officers, each of whom wears a beeper. In the event of an emergency, they contact 

The financial state of BCARES is slated plainly below: 

BCARES is a non-profit corporation. Ir does not charge its members dues. BCARES' 

private individuals and government grams from the agencies served and FEMA. 
BCARES' funds are used solely to purchase comimini cat ions equipment and supplies. 



None of the directors, officers or members receive compensat ion from BC ARES. All are 

Although [he BRCC has no budget for SCARES operations, they do fund equipment 
purchase and installation of systems, antennas, and other items as needed. However, primary 
funding is received through donations. IBM, a major local business, has on more than one 
occasion donated money for purchasing communications equipment, and a private patron donated 
an HF SSB radio. 

Another, and perhaps primary, means of funding BCARES ei 
"reimbursement for 

local resources, both personnel and equipment, used on federal land such as a national forest 
The BRCC bills for the time and equipment used, for example, in fighting a forest fire The rate 
assigned to BCARES is the same as the :ir.e assigned <■:.■ :he volunteer fire departments. Because 
by federal regulation hams cannot re;eiv; payrm-ii [.- services rendered, reimbursement for 
services in these events is given to BCARES, « 




USES AND L'SL KLSTK1CTI0NS Thh provides for up to 50 percent in matching funds 
and technical assistance to Sate and local nun f tits :'cr cpjraJmt" 5tiilci:,1[ 
emergency and warning communications systems. " 



Sitiic its ioccptiuo. BCARES has provided Ihe BRCC wilh technology and services iiiiicrnit:: 
inavaiiable to county public safety agencies. Because of the experiences with BCARES. in an 



*i F F.M A . "V.i^ _n.l " ,11-1.1, _:iJ t" ,1 1! i. iLiil i(.n Sy.'MH;.- ' j- }2. 



There are three primary personnel issues required for successful disaster 
ommunications— availability, ability, and proper use of volunteer expertise . In che fir^i ir^nncc. 

must be available. Without them, 
lie for any local emergency; however, 
because they are volunteers, they are noi always available, particularly if they are affected by 
Ihe disaster. 

Second, those responsible for handling communLciiii.ira, iil=i passes" Iraining and eipcrtise 
in two areas: 1) general communications, including both technical and operational; and 2) 
disaster response, which involves communications as well as understanding and following the 



ly upgrade their technical and operating skills through personal w 



which all disaster services groups, including publie n:cr\ :L!;cne.:.-=. Red Cross, local hospitals, 
and amateur radio operators lest their ability to respond to an emergency. 

Third, those in charge of the overall disaster response need to know the communicators and 
their levels of expert] i:l order lu citaivcl;. incorporate Qicm Harris have a good working 
relationship with disaster service agencies, and most hams are willing to demonstrate their 
abilities to any group. A train. ne evcr.-isc provides the hatr oppoiTuni.y for ao agency to leam 
abirjr ike ust:U]:LL-ss o: amateur radio. 



Technological Issues 

if not a supplemental. system. The three r;tj-ji:;rne:il.< Ml' Lhese svsleu.i ire 1) capacity for rapid 
deployment, 2) easy setup and opcra.v.n. an:: =i .apa'nviiiy of b.n:i v;>icc and data transmission. 
The three technologies tk;: n ike?:: enpsbitities are cellular phone, satellite, and amateur 
radio. 

The two commercial alternatives, cellular and satellite, tad] have merit. However, celiula: 
phone systems are not a viable option for the reasons discussed in Chapter 6. primarily due to 
their current limited coverage and capacity, particularly when under heavy load situations like 
a disaster. The Low Earth Orbit satellite systems that could have applications in emergencies are 
still in the development stage and waiting for approval from the Federal Communications 

Ham radio is a viable alternative. A ham can be on the disaster scene within an hour or two 
Hams are also at ease with the setup and operation of either their own equipment or that on 



which they have beei. trained. AKc. us prtviccik discussed, amateur radio systems are fully 
capable of providing voice, da[a, and video transmissions. 



supplements the frequencies assigned to disaster service agencies by the FCC. Second, amateur 
ns can be operated 



Regulatory Issues 

According tn the FCC. a primary purpose of amateur radio is to provide emergency 
communications to the public. Hams established the Amateur Radio Emergency Service (ARES) 
as a national organization with the Amateur Radio Relay League (ARRL) to helpmeet this goal. 
Tht Radio Amateur Civil Emergency Service (RACES) was established as a government- 
regulated group of auiiie'j:! speiiki.j!:; drJkaicd if rrj'.icing emergency communications. In 
some areas, the local ARES chapter also operates as the local RACES chapter. In others, due 
Li their perceived differences in nnjixtiveq. the; operate f.i distill! ruli'.i^. 



Policy Issues 

Two policy concerns must be addressed for successful, reliable disaster communications. 
Each involved group must have an operable disaster plan as well as a mutual understanding of 
liabilities and responsibilities. These elements become even more important when dealing with 
volunteers who are not always available or adequately trained. As volunteers, the control and 
command exerted over them is subject to their approval and consent. While this is usually nnt 



a major problem since they are there to help, il is still something thai must be rei 

nor mandatory as some groups have shown they can manage quite well without one. However, 
an MOU is recommended for handling i==i:« ot htbihiy ana responsibility. 



Ol'primar; impiirLdnui; '.vlicn a<n=:di:r:r.i' . 



amateur radio is easily both cost effective and affordable. If another group considers a plan 
Similar 10 one used by BCARES. the .:>nl> 7iilcrjlzl a>-i; arj relate:: ic worker's compensation 
insurance coverage and equipment purchase. 

Applicability 10 Disaster Communications 

Disasters and emergencies are growing in magnitude and frequency, and [hey have the 
potential to impact every human being. Thus, there is a need lor disaster ^timir.unicjtinr:^. 
especially for disaster aiiim;! j-a! Ji'aMer rdld" £bi;:k-Lcs. These agencies have their own 
equipment and systems, bui these are rarely adequate Amateur radio is a viable supplemental 

great success, amateur radio is not recommended as the primary— or even backup— source of 
communications. There are loo many variables with volunteers to justify amateur radio as 
anything but sii 



Despite this limitation, amateur radio should not be overlooked. Since iis development, 
amateur radio has proven to be an effective emergency communications service provider. It can 
fill the communications gaps in disasters and provide skilled personnel, equipment, and 
additional frequencies and technology otherwise unavailable u> an agenc; 




disasters. The following section suggests a plan for incorporating amateur radio into a local 
a^'.-iic s dieter communications plan. This proposal is applicable to both disaster relief and 
disaster control agencies. 

financial statu- should also be considered. 

Next, leam about and talk with local hams. Contact the local nr state office of emergency 
management to obtain information about the local RACES chapter. If a chapter does not already 
exist, information on starting one can be obtained by contacting the national office." For 
information on the local ARES chapter or bow to start one, contact the ARRL." 

Determine bow many amateur radio operators are in the area as well as how many are 
interested in serving die agency. Are there enough to make it worth the effort? Determine their 
capabilities and what they can provide, i.e., do they have a working packet radio system and 




A ] \ ^y.iii'ir. \y:' If they don't have a system that is u^^-lI iLl ^.acncy, determine if [he 
agency will purchase equipment and whether the hams n il: ham to use it. In addition to their 
capabilities, assess the hams' commitment level. Determine how many are willing to meet the 
desired level of service, including time for training, on-call availability, and provision of 

After assessing the availability of hams, mutually agree on exactly what lli^ir rule ill be. 
Spell out the expectation' jn.i rLsp..r:ihi!-.iiL> il ;:ch p.tny in the other. In many cases, the best 
approach is to draw up a memo of understand ing (MOU) between the parties that contains the 
functions and responsibilities of each. This appraLh is rLv.ion;tnuVJ tu create a written 
foundation of trust; however, most hams enjoy providing this service and do not necessarily 
require a written understanding. The agreement shouk"! also he incorporated in the agency's 

A final and very 1 imperil is.vje i. '.raining. Hams usually bold their own training events in 
equipment and systems instruction and emergency respond, however, this is not sufficient. As 
a disaster management agency, hold regularly scheduled training events that include the hams. 
This provides the opportunity not only to see the amateur radio operators in action but also to 
determine areas of improvement for all involved parties. 



ur radio can be a i 

.kills, technology, and willingness to serve. It makes sense to plan for them, include 
te training and preparation for a disaster, and use them when disaster strikes If the 
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APPENDIX A 



MEMO OF UNDERSTANDING BETWEEN BCARES & BRCC 



The Boulder Regional Communications Center (BRCC) is the 911 Emergent ; ssrvices 
dispatch center for the Boulder County Sheriff's Department and for most police 
department, fire departments, and ambulance and rescue groups within Boulder County. The 
Boulder County Amaieur Radio Emergency Services (BCARES) is a non-profit, public 
service corporation of FCC licensed radio amateurs which provides volunteer communication 
services during disasters. Representatives from BRCC and the Boulder County Office of 
Emergency Preparedness (OEP) serve on the board of directors of BCARES. 

BCARES will provide additional communications channels to BRCC to supplement the 
normal public service, emergency radio channels which become overloaded during disasters. 
These will include voice radius, packet radios and -eicvisinn. BCARES will set up 
L-;un;j:!i]±-iiLk']L M^iii:.]: :■: assist anv public service agency in Boulder County as directed by 
BRCC. BCARES will also coordinate all other amateur radio emergency activities within 
Boulder County. The types of emergencies which would probably require BCARES support 

duration. Typical examples are: large forest fires, public riots, floods, airliner crashes, and 
large industrial accidents which invoke numerous vielims. -VJditinrul details cunccmine 
BCARES are found in the "BCARES General Information" sheet, dated 12/91, which is 
attached as Appendix I. 

BCARES makes the following commitments to BRCC: 

1. BCARES will be capable of staffing for 24 hours four separate stations. These are the 
Amateur Radio console in the BRCC dispatch center, the Sheriffs Depl communications 

2. For shorter periods of time at the beginning of an emergency, BCARES might be able to 
field an even larger number of stations if requested by BRCC. 

3. For extended periods of time up to one week, BCARES will be capable of providing a 
minimum of 2 operators for 2 stations for 24 hours per day. 

4. BCARES will assure a response time of 1 hour within the city of Boulder after receiving 
a BRCC radio page and 2 hours to most any remote location in Boulder County 



5. BCARES will preasshtn certain, well qualified members !o duties as operators ai the 
BRCC dispatch center and the S.O. communications van. These members will visit these 
location in test and operate these facilities at least once a month. 

6. BCARES will maintain a cache of radio equipment at the BRCC dispatch center. This 
cache will include: 3 portable packet radio sets, 2 portable TV transmitters with TV 
cameras, 1 portable TV repeater, aud 1 portable HF SSB radio. Two of the portable 
packet radio sets include 45 wan VHF-FM voice radios which are capable of operating 
on both amateur and public safety frequencies. BCARES will provide the maintenance 
for this equipment. 

7. BCARES will have available for emergency use a minimum of 3 VHF voice radio 
repeaters. They are: 146. 16/76 MHz, Gunharrel Hill; 147.87.-27 MHz, Longmcnt; and 
146.10/70, NCAR. They provide coverage of most of Boulder County except for the 
NCAR repeater which covers only the city of Boulder and the eastern plains. 

8. All BCARES members have their own hand-held and/or mobile VHF, 2 meter (144-148 
MHz) FM voice radios. Some members ills,' In- e iiiiai-ic pr-lihle pain ra S:-: 
These private packet radio sets will not be available for extended operations. 

9. BCARES sometimes may have available "autopatch" repeaters for making out-going 
telephone calls via radio. These are not reliable and BRCC is advised to use instead 
mobile telephone services whenever possible. 

10. BCARES will hold voice and packet radio net training sessions weekly to practice 
procedures. A half day Simulated Emerge™.-; Ten (SET; will be held at least once a 
yea: in cooperation a ill) BRCC "i his wii: involve a call-out of all BCARES members 
and setting up and operating all the various BCARES/BRCC stations and equipment. 

BRCC makes the following commitments to BCARES: 

1, BRCC will supply 3 pagers to BCARES BRCC will call BCARES on these pagers 
whenever it desires assistance from BCARES. 



BCARES members are covered by worker's compensation if injured while on an 
emergency operation or training exercise when BCARES has been authorized to 
participate by BRCC, or Boulder County Sheriff's Dept. or City of Boulder Police Dept. 
If the operation is a Boulder Conn;. : n:isiit'.i:in. d:c:i Bulkier Count; will provide the 



workman's compensation. If the operation is a City n: Boulder jurisdiction, then the City 
of Boulder will provide Ihe worker's compensation. 

Signed by 

Ted Vratney, Director. BRCC 12 Feb 1992 
Ronald K Steward. Chair. 

Boulder County Commissioners S Mar 1992 
James R. Andrews, Chair, BCAEES 12 Feb 1992 
Stephen T. Honey. Boulder City Manager 30 Mar 1992 



ARES MISSION STATEMENT 

Within Boulder County, the Amaleur Radio Emergency Service (ARES) has made 

Boulder County Regional Communications Center (BRCC). Office of Emergency 
Preparedness (OEP). Red Cross (RX), Longmont Police, and Longraoni United ttapiuil. 
BRCC is the 911 emergency services dispatch center for most police depls. , fire depts.. 
ambulance & rescue groups within Boulder County. 

There are five separate groups of radio amateurs that comprise the ARES. They are; the 
Boulder County Amaleur Radio Emergency Services (SCARES), the Ijingmont Amateur 
Radio Club (LARC), the Boulder Amateur Radio Club (BARC). the Rocky Mountain VHF 
Society (RMVHF), and the ARRL N.viioml Tr.vrt:; Svsieiii (NTS) Unaffiliated amateurs are 
also mcliideil in ARES, 



